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MoxiEngage Integration Process using Microsoft 365 (Client
secret)

Introduction

Don'’t panic! This setup has been completed by hundreds of individuals with no previous
experience in setting up email accounts and/or credentials. This document includes
screenshots of of the entire process, step-by-step. You got this!

Use the links below to jump to a particular MoxiEngage integration set-up step:

Create a Service Account User
Grant Application Impersonation to the Service Account User
Test Service Account Impersonation for MoxiEngage

Submit Credentials to MoxiEngage

If you have questions or concerns, please check out our Tips and Further Info!

Overview

MoxiEngage integrates directly with your brokerage’s Microsoft 365 (formerly Office
365) account to provide your agents and support staff with consistent and convenient
access to their information, while eliminating any need to enter the same information
multiple times.

MoxiEngage uses Modern Authentication with an impersonation service account
through the Exchange Web Services (EWS) Managed API to synchronize data and
perform actions on behalf of individual users. Each MoxiEngage user account has an
email address that corresponds to a mailbox on your Microsoft 365 account. All
integration actions are performed within the context of a single given mailbox.
MoxiEngage never requires administrative access to your Microsoft 365 account.

Contacts

MoxiEngage continually synchronizes a user’s contacts and contact details with the
Microsoft 365 Exchange mailbox. Contacts created in Microsoft 365 will appear in
MoxiEngage. Contacts created in MoxiEngage are synchronized back to the Microsoft
365 mailbox.

Calendar

MoxiEngage displays the user’s calendar events and appointments. Calendar events
and appointments can also be added through MoxiEngage and are synchronized to the
Microsoft 365 mailbox.

Email

MoxiEngage sends certain email messages through user’s mailbox. These email
messages will appear in the Sent mail folder and will be delivered to the recipient from
the mailbox just as if the user had sent the email from Microsoft 365 directly.
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MoxiEngage does not synchronize or inspect incoming email messages.

Information Gathering

To enable configuration of the MoxiEngage integration, we will need to gather some key
information and credentials from you, including the service account credentials, Client
ID, and Tenant ID obtained by following the steps in the Microsoft 365 Setup
Instructions for Administrators section of this document.

Next Steps

Verification of Credentials

MoxiWorks staff will begin the next step of the integration process. We will test the
credentials you provided to verify that the service account is able to connect to your
email service using Modern Authentication and perform a synchronization for the test
email address you supplied.

Outcome: Credentials Cannot be Verified

If your entered credentials cannot be verified, we will contact you. Your email
administrator will need to resolve the issue and then you will provide us with the
updated information.

Outcome: Credentials are Verified Successfully

If your credentials are verified successfully, we will store the credentials securely.
Congratulations! This is a key milestone that enables us to continue the process of
getting MoxiEngage enabled for your brokerage.

Security

MoxiWorks requires the use of a single username/mailbox on your Microsoft 365
instance, configured as a service account with the Application Impersonation role. All
interactions between the MoxiWorks system and your user’'s mailboxes happens
through this designated impersonation account and delegation access to the EWS
Managed API. MoxiEngage never requires administrative access to your Microsoft 365
instance.

Network Access

MoxiWorks systems communicate directly with Microsoft 365 servers over secure
HTTPS/SSL connections.
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Managing Shared Secrets and Credentials

For automated access, MoxiWorks makes use of methods native to our configuration
management software. Credentials are stored in encrypted objects accessible only to
servers with the relevant service role and environment. These credentials are pulled
and decrypted during software deployment. Server identity is validated via pre-shared
public/private key. Credentials are managed through a commercial password manager
and any non-automated access is limited to the MoxiWorks Technical Operations team
and, with customer approval, limited support personnel on an as-needed basis. See
also:

https://docs.chef.io/secrets.html#encrypt-a-data-bag-item

https://www.lastpass.com/en/enterprise

Communications Policy for Security Breaches

In the unlikely event of a security breach where client data such as account credentials
for registrar management, impersonation credentials, and the like may have been
compromised, MoxiWorks Technical Operations and/or Account Management staff will
notify affected clients. If the client is aware of a potential security breach, they should
notify MoxiWorks immediately so that we may contain and mitigate potential risk in a
timely manner. In either case, a change to Impersonation account credentials will be
coordinated between both parties.

Microsoft 365 Setup Instructions for Administrators

A client application must also be registered and configured with delegation access to
the Exchange Web Services (EWS) Managed API to support Modern Authentication.

Microsoft 365 menu structure and user interface is subject to change. Steps provided in
this document were performed from a computer running Windows 10 Pro against a
Microsoft 365 instance created in July 2021. If you are running an on-premises
installation of Exchange Server, the actual steps required to accomplish these tasks
may be different than those described in this document.

The instructions provided in this guide are not intended to provide security advice for
configuring your Microsoft 365 instance. The documented steps represent the most
direct approach available at the time of this writing to achieve the necessary access
required by MoxiWorks products. Other methods of configuration may be available.


https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
http://www.lastpass.com/en/enterprise
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Register the MoxiEngage Application as an API Client

1. Login to your Azure Active Directory Admin Center.

2. Click on the double chevron in the top left corner of the screen to expand the
written menu.

Azure Active Directory admin center

My Dashboard

Private dashboard

+ Mew dashboard ~ () Refresh /" Full screen & edit L export ~ [[) clone [H] Delete

-

> Welcome to the Azure AD admin center Azure AD quick

3. Click on the “Azure Active Directory” option in the menu.

Azure Active Directory admin center

«

¥
B4l Dashboard

= All services s O Refresh /" Full screen Z edit L export v [0 clone [i] Delete

% FAVORITES

i & Azure Acti\@Directory ' Welcome to the Azure AD admin center Azure AD quick

ftcom
t Users

J Add a user
!&, Enietpaseapplications ; o . Azure AD helps you protect your :id Z g::j;user
Nt et W
B T S v b -_ghadsl -



https://aad.portal.azure.com/
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4. From the Azure Active Directory Dashboard for your Microsoft 365 instance, click
on the “App Registrations” menu option under the “Manage” grouping.

Azure Active Directory admin center

»

Dashboard >
& .
" | Overview X
= Azure Active Directory
* ] + Add Vv @ Manage tenants f,] What's new F;‘ Preview features
s @ overview
& B - Previcw features Overview Monitoring Tutorials
Diagnose and solve problems o~
ﬂ X 9 P I)J Search your tenant
Manage
Basic information
& Users
& Groups Name
i External Identities Tenant ID i
&, Roles and administrators . .
Primary domain
& Administrative units
License
il Enterprise applications
A Devices Users
# App reglstratlons® Groups
T8) Tdentity Governance o
Applications
B Application prox
tndn A, A ‘-“07 ’-"‘ IO P rasen ’-‘w daisid 5

5. Click on the “New registration” link.

Azure Active Directory admin center LS (&
»  Dashboard >

H | App registrations = X
= Azure Active Directory
* = + New registration @ Endpoints f Troubleshooting O Refresh ¥ Download -*-
'Y © overview -

BB preview features X
5\ o SNy W W 1t LA I sic o e ATy S liciie eablatl™ -aview. o —r ....IJ

6. Enter a name for the MoxiWorks client application (e.g., MoxiEngage).

Azure Active Directory admin center

L Dashboard >
B . . .
Register an application - X
*
* Name
s The user-facing display name for this application (this can be changed later).
A T— |
Il MoxiEngage i I
&
i B riod aaatntiines, I e st e IR s A e ettt o



o MoxiWorks

7. Indicate the type of Microsoft 365 account that will be using MoxiEngage. In most
instances, the Single Tenant default selection will be correct.

Azure Active Directory admin center &
2 Dashboard >
“ Register an application X
*
* Name
> The user-facing display name for this application (this can be changed later).
I MoxiEngage v
-

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only ( - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

‘J.—-«"NJHJ’”"’-II’_"W

8. The Redirect URI settings are optional. No changes are needed.
9. Click on the “Register” button.

Azure Active Directory admin center &
2 Dashboard >

= Register an application - %

* Name

The user-facing display name for this application (this can be changed later).

| MoxiEngage v I

sveg.one @M 3PP y. aTe WOMKING Gu v L cediite Qakely . erapps S pub. I L AlION ., 20Quy IO :Nte |
applications.

By proceeding, you agree to the Microsoft Platform Policies
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Observe the notification that your application was created successfully.

Azure Active Directory admin center &
? Dashboard > >
@ Create application X
s H-H MoxiEngage g Successfully created application MoxiEngage.
= "y
* |2 search (ctrl+/ | « [l Delete & endpoints [ Preview features
> :
B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure -
& : AD for developer).
& Quickstart
= # Integration assistant -
A Essentials
Manage Display name : MoxiEngage
B Brandin Applicati ? |
ppli

11. Locate the value next to the “Application (client) ID” label, then click on the “Copy
to clipboard” button (only visible when you hover over the value).

Azure Active Directory admin center

»

E

Iii

E P o »

12.

e
@2

Dashboard >
wmn 1
= MoxiEngage = X
] P Search (Ctrl+)) | « E] Delete @ Endpoints 3 Preview features
B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure =

R AD for developer).
& Quickstart
#  Integration assistant .

A Essentials

Manage Display name : MoxiEngage Copy to clxp':board
= eranding Application (client) ID s — @
D Authentication T
¥ Centificates & secrets Directory (tenant) D

Paste the value to a text file for reference. You will need to provide this value to

MoxiWorks as your Client ID.
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Locate the value next to the “Directory (tenant) ID” label, then click on the “Copy to
clipboard” button (only visible when you hover over the value).

Azure Active Directory admin center 20 é';
2 Dashboard > >
m .
HH MoxiEngage = - X
* 1 P Search (Ctrl+/) | « [ Delete & Endpoints (& Preview features
£Y .
B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure =
-5 : AD for developer).
& Quickstart
N iiegretion assistant -
A\ Essentials
M < .
anee Display name : MoxiEngage
B eranding Application (client) 1D
D Authentication Object ID : Copyto c"t’bc’a'd
? Certificates & secrets Directory (tenant) ID sl : %
1l Token configuration
- w w 3 cemfncate or secret

14. Paste the value to a text file for reference. You will need to provide this value to
MoxiWorks as your Tenant ID.

15. Click on the “API permissions” option under the “Manage” grouping of the menu.

Azure Active Directory admin center &
2 Dashboard >
e .
g3 MoxiEngage = - X
_ B gag
* |2 bearch (ctrl+) | « [l Delete @ Endpoints [ Preview features
> B overview - :
& A\ Essentials
& Quickstart
B Display name : MoxiEngage
# Integration assistant ,
Application (client) ID
Manage Object ID
B eranding Directory (tenant) ID
9 Authentication Supported account types : My organization only
Client credentials : Add a certificate or secret
T Certificates & secrets
Redirect URIs : Add a Redirect URI
I .
{ll Token configuration e ;
Application ID URI : Add an Application ID URI
- APl permissions Managed application in local directory : MoxiEngage

0 Welcome to the new and |mproved App registrations. Looking to learn how it's changed from %
W’ Le: - abonatmtmariintn st

‘r w roles
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16.  Click on the double chevron to collapse the side menu.

Azure Active Directory admin center 0 é
»  Dashboard > > MoxiEngage
= MoxiEngage | APl permissions & - X
* [ £ search (ctrl+) « O Refresh | O Got feedback?
2 B overview
& & Quickstart
The "Admin consent required” column shows the default value for an organization. However,
q ga
lﬂ # Integration assistant user consent can be customized per permission, user, or app. This column may not reflect the
value in your org ion, or in organizations where this app will be used. Learn more
Manage
B Branding Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of
the consent process. The list of configured permissions should include all the permissions the
application needs. Learn more about permissions and consent

3 Authentication
T Certificates & secrets

il Token configuration + Adda permission v/ Grant admin consent for

Note

The “User.Read” permission for the “Microsoft Graph” API
may be listed in the “Configured permissions” list. This
permission does not provide sufficient permissions for
MoxiEngage to perform core functionality.

17.  Click on the “Add a permission” link.

Azure Active Directory admin center ;
»  Dashboard > MoxiEngage
= MoxiEngage | APl permissions # - X
* » () Refresh Q Got feedback?
>
o The "Admin consent required” column shows the defauh value for an organization. However, user consent can be customized per permission, user, or 3
& app. This column may not reflect the value in your org ion, or in organizations where this app will be used. Leam more
Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
permissions should include all the permissions the application needs. Learn more about permissions and consent
-+ Adda ﬁrmission ~/ Grant admin consent for alienallsparkdev
APl / Permissions name Type Description Admin consent req...  Status
W Microsoft Graph (1) “ee
User.Read Delegated  Sign in and read user profile No
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18. Click on “APIs my organization uses” tab to change the view of available APlIs.

Azure Active Directory admin center L ;

» - -

Dashboard  Request APl permissions X
® oMo
= Select an AP =
*
4 Or Microsoft APls | APIs my organ'@tion uses My APIs
s B
a Commonly used Microsoft APIs
0

@
P

S Baen. e, gl HTORRGARN | A N Dm0

19. Type “Office” in the Search box to filter the API list.

Azure Active Directory admin center e

=
» . .
e Request APl permissions X
- Mo
>
= Select an AP
* 3
” Or Microsoft APIs  APls my organization uses My APis
4) -
& Apps in your directory that expose APIs are shown below
@ ® |[Oofice |
Name Application (client) ID
Confi¢ Office 365 Enterprise Insights 9d02341-e72a-456d-926d-4a0ca599fbee
Applicz Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
permist

20. Click on the “Office 365 Exchange Online” APl name.

Azure Active Directory admin center ;
» - .
Pashboard — Request APl permissions X
» M
-9 Mo
= Select an AP
*
Z Or Microsoft APls APIs my organization uses My APIs
'Y —_—
& Apps in your directory that expose APIs are shown below
S o I/O Office
Name Application (client) ID
Confi¢ Office 365 Enterprise Insights 9d02341-e72a-456d-926d-4a0ca59%fbee
Applica Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
permist @
Office 365 Information Protection 2f3f02¢9-5679-435¢-3605-0de55b07d135

., “__’-Zt.‘\ PN 2 ame et i, e o I A A e, a3 RRI00- TR AN AR AMLTASINTS et
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21. Click on the button with “Application permissions” as the title.

Microsoft Azure 2 Search resources, services, and dacs (G+/)

Fome » Engage Onprem Request API permissions X
- Engage Onprem | API permissions

< All APIs

. ) Refresh | &7 Office 365 Exchange Online

https://ps.outlook.com

| -
- overview What type of permissions does your application require?
& Quickstart |
@ e "Admin cons Delegated permissions Application permissions
# Integration assistant may not reflecttt vy application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user.
Manage

Configured permis

= Branding & properties Applications are autho

9 Authentication include all the permissi

Certificates & secrets T~ Add a permissior

m
I Token configuration API / Permissions nz

B T SRR N PN T TR R P N P ey

22. Locate the “Other permissions” item under the “Select permissions” area of the
screen, then click to expand the permission group.

Microsoft Azure P Search resources, services, and docs (G+/)
H > E (o] et
ome  Engage Lnprem Request AP| permissions X
= Engage Onprem | Al%permlssmns
CAll APl
‘;} search | . 0) Refresh | AP Office 365 Exchange Online
https://ps.outlook.com
B overview What type of permissions does your application require?
& Quickstart
© The "Admin cons Delegated permissions Application permissions
#" Integration assistant may not reflect tt Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage

Configured permis
B Branding & properties Applications are autho Select permissions. expand all
include all the permissi

D Authentication ‘ & Start typing a permission to filter these results

Certificates & secrets t Add a permissior Permission Admin consent required
M . .
.| Token configuration API / Permissions nz
> Other permissions
. .
AP| permissions ~ Microsoft Graph (1)
@ Expose an AP User.Read > Calendars
HL App roles
> Contacts
& owners L
Other permissions
& Roles and administrators These permissions hav > Exchange
B Manifest adding them to the col
o > imap
Support + Troubleshooting API / Permissions ng
2 Troubleshooting * Office 365 Exchange > Mailbox
.'i.‘ New support request full_access as_ap
> MailboxSettings

To view and manage p

ol e I e T st g P W N R R e i RS P

N
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23.

24.

Microsoft Azure

Home > Engage Onprem

Click on the “Add permissions” button.

2 Search resources, services, and docs (G+/)

—=- Engage Onprem | API permissions

Search

| «

Overview

Quickstart

4 Integration assistant

Manage

=
D

Branding & properties
Authentication
Certificates & secrets
Token configuration

AP| permissions.

Expose an API

App roles

Qwners

Roles and administrators

Manifest

Support + Troubleshooting

&
2

Bt a B aeaamtt.

Troubleshooting

Mew support request

O Refresh Rj

© ™he"Admincons
may not reflect th

Configured permis

Applications are autho
include all the permissi

Add a permissior
API / Permissions ne
~Microsoft Graph (1)

User.Read

Other permissions

These permissions hav
adding them to the col

API / Permissions nz
v Office 365 Exchange

full_access_as_ap

To view and manage p

R N RO N \

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application reguire?

Check the box next to the “full_access_as_app” permission under the “Others”
permission group.

Delegated permissions

YVour application needs to access the API as the signed-in user,

Select permissions

>
Application permissions
Your application runs as a background service or daemon without a
signed-in user.
expand all

‘ & Start typing a permission to filter these results

ission

/' Other permissions (1)

Admin consent required

. full_access_as_app @
Use Exchange Web Services with full access to all mailboxes

Yes

> Calendars
> Contacts
> Exchange
> imap

> Mailbox

> MailboxSettings

[ s

TV
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25. Observe the confirmation message and note that the selected permission has
been added to the “Configured permissions” list.

Microsoft Azure P Search resources, services, and docs (G+/)

Home » Engage Onprem

X

@ Updating permissions

Successfully saved permissions for Engage Onprem.

- Engage Onprem | AP permissions  »

Fomd ]« Ordeh & Gotfeecoade

B overview A\ Vou are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Quickstart

#" Integration assistant

@ e "Admin consent required” column shows the default value for an arganization, However, user consent can be customized per permission, user, or app. This calumn

Manage sy not reflect the value in your organization, or in arganizstions where this app wil be used. Leam more
B Branding & properties b
3 Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should

Certificates & secrets . h
include all the permissions the application needs. Learn more about permissions and consent

:l' Token configuration

o -+ Add a permission ~/ Grant admin consent for MoxiWorks
- API permissions

@ Expose an APl API / Permissions name Type Description Admin consent req... Status
App roles “ Microsoft Graph (1) e
Owners User.Read Delegated  Sign in and read user profile No wes
. Roles and administrators * Office 365 Exchange Online (1)
Manifest full_access_as_app Application  Use Exchange Web Services with full access to all mail.. Yes A Not granted for MoxiW, ===
S, i

26.  Click on the link to “Grant admin consent for” your domain.

Azure Active Directory admin center

”  Dashboard > MoxiEngage

% MoxiEngage | APl permissions - X

*x 3 (O refresh | QO Got feedback?

Son. Astonmatannd A ol S P ‘-‘,"‘*’

Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured
permissions should include all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission |\ Grant admin consent for

AP / Permissions na Admin consent req...  Status

V Microsoft Graph (1) eso
User.Read Delegated  Sign in and read user profile No see

v Office 365 Exchange Onlins see
EWSAccessAsUserAll  Delegated  Access mailboxes as the signed-in userviaE... No sas
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27.

28.

29.

Click on the “Yes” button to confirm.

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in alienallsparkdev? This will update any existing admin
consent records this application already has to match what is listed below.

- [

Observe the confirmation message(s) and the change in permission status
indicating that consent is “Granted for” your domain.

Microsoft Azure

0 Search resources, services, and docs (G+/)

Home > Engage Onprem

- Engage Onprem | APl permissions =

O search « () Refresh | &' Got feedback?

@ Grant consent X
Grant consent successful

i overview
& Quickstart

# Integration assistant

Manage

= eranding & properties

D Authentication
Certificates & secrets

il Token configuration

=9 AP| permissions.

& Expose an API

App roles
& Owners
b Rales and administrators

M Manifest

Support + Troubleshooting

@ Successfully granted admin cansent for the requested permissions.

(i} {e "Admin consent required" column shows the default value for an organization. However, user cansent can be customized per permission, user, ar app. This column
may not reflect the value in your organization, or in arganizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
include all the permissions the application needs. Learn more about permissions and consent

Add a permission

API / Permissions name

~ Microsoft Graph (1)

User.Read

~/ Grant admin consent for MoxiWorks

“ Office 365 Bxchange Online (1)

full_access as_spp

Type

Description Admin consent req...| Status

Delegated  Sign in and read user profile No [ @ Granted for MoxiWorks -:I

Application  Use Exchange Web Services with full access to all mail.. Ves

@ Granted for MoxiWorks ~ ++»

To view and manage permissions and user consent, try Enterprise applications.

j.Troub\eshaotmg W W N f i W U NP re——— p—

Click on the “Authentication” option under the “Manage” grouping of the menu.

Azure Active Directory admin center

«
Dashboard
= All services
J FAVORITES
. Azure Active Directory
..‘ Users
.'.", Enterprise applications

0 Tenant properties

Dashboard > moxitest1234 > MoxiEngage

O Search (Ctrl+/)

. Overview

& Quickstart

#" Integration assistant
Manage

B Branding

) MoxiEngage | Authentication  #

3 Authentication

Certificates & secrets
{Il Token configuration
=& API permissions
@ Expose an AP
B2 App roles

&8 Owners

B R e e e e o

&

a

-~

8

X Discard A7 Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

-+ Add a platform

Supported account types

Who can use this application or access this API?
f? Accounts in this organizational directory only (moxitest1234 only - Single tenant)

O Accounts in any organizational directery (Any Azure AD directory - Multitenant)

Help me decide.

aA AP AP A P gt e A

*
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30.

31.

Scroll down to “Advance settings”, locate the “Allow public client flows” setting
and change the setting to “Yes”.

re Active Directory admin center

[1 Dashboard
= All services
J FAVORITES
. Azure Active Directory

[ ]
aa Users

Enterprise applications

0 Tenant properties

Rl SV o S A A P S

Dashboard > moxitest1234 > MoxiEngage

3 MoxiEngage | Authentication =

A Search (Ctrl+/) «
B Overview
& Quickstart

#" Integration assistant

Manage

& Branding

3 Authentication
Certificates & secrets
Token configuration
=© APl permissions

@ Expose an AP

B2 App roles

&2 Owners -
A

save X Discard &7 Got feedback?
{_J Accounts in any organizational directory (Any Azure AL directory - Multitenant)

=1

Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings
Allow public client flows ©

Enable the following mobile and desktop flows

 App collects plaintext password (Resource Owner Password Credential Flow) Learn more !
& Mo keyboard (Device Code Flow) Learn moret
* S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn more '

AR PR AP NPT R T

Observe the confirmation message and the change in setting is “Yes”.

Azure Active Directory admin center

[1 Dashboard

= All services
J FAVORITES
B Azure Active Directory
& Users
.'.", Enterprise applications

£} Tenant properties

Ll SV S S SRR A S iV S

Dashboard > moxitest1234 > MoxiEngage

3 MoxiEngage | Authentication #

O Search (Ctrl+/) «
. Overview
& Quickstart

#" Integration assistant

Manage

= Branding

2 Authentication
Certificates & secrets

{Il Token configuration

< APl permissions

@ Expose an AP

B App roles

&8 Owners

@ Update application Authentication
Successfully updated MoxiEngage

*

kY
> Discard

&7 Got feedback?

@ Got a second to give us some feedback? =

{_J Accounts in any organizational directory (Any Azure AL directory - Multitenant)

Help me decide...

x

A\ Due to temporary differences in supported functionality, we don’t recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings
Allow public client flows ©

Enable the following mobile and desktop flows

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more
* No keyboard (Device Code Flow) Learn more =
L & A~ v g

W S e A
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32.  Click on the “Certificates & Secrets” option under the “Manage” grouping of the

menu.
M

rosoft Azure P Search resources, services, and docs (G+/)

Home > Engage Onprem

Engage Onprem | Certificates & secrets = - X
‘P Search | < 87 Got feedback?
H overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

bl Integration assistant

X

Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below.
B2 granding & properties
3 Authentication Certificates (0) Client secrets (1) Federated credentials (0)

Certificates & secrets I A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Token configuration

New client secret
2 API permissions
Description Expires Value @ Secret ID

& Expose an AP

A ' Password uploaded on Tue Oct 04 2022 11/1/2022 & 31 fb80eaba-382d-4762-alef-e2d7f05025... I

pp roles

& owners I}
&. Roles and administrators
il Manifest
SHIPORt HTIQUbESNOOting e AN e e e f" et e B mibon, - B o A s,

33. Click “New client secret”.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Engage Onprem

Engage Onprem | Certificates & secrets s - X

‘,D Search | < a7 Got feedback?

. overview
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#' Integration assistant
Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below.

B Branding & properties

%) Authentication Certificates (0) Client secrets (1) Federated credentials (0)
| Certificates & secrets I A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Token configuration
- API permissions
Description Expires Value @ Secret ID
@ Expose an AP|
Password uploaded on Tue Oct 04 2022 117172022 & SEGr fbB0eaba-382d-4762-alef-e2d7f05025...

App roles

& Owners %

4. Roles and administrators

i Manifest

Mp%ﬂ%otw’«*m#’wqf Bl e TP S _ener Sy
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34. Insert a description “Engage access” or anything you prefer.

RNV (VT (Ol © Search resources, services, and docs (G+/)

ame » Engage nprem Add a client secret X
Engage Onprem | Certificates & secrets

Description | Engage acress| |

Expires | Rec & months hd ‘

B overview

Credentials enable confidential applications to identify themselves to

& Quickstart scheme). For a higher level of assurance, we recommend using a cert
# Integration assistant %
Manage @ Application registration certificates, secrets and federated credentials

= Branding & properties

D authentication Certificates (0)  Client secrets (1) Federated credentials (0)

Certificates & secrets A secret string that the application uses to prove its identity when r¢

Token configuration
- Mew dlient secret
2 APl permissions

Description Expires
@ Expose an AP|

Password uploaded on Tue Oct 04 2022 117172022 A

BL Approles
&8 Owners
il Roles and administrators

[l Manifest
Support + Troubleshooting

£ Traubleshaoting

& New support request

™ N

35. Inthe Expires dropdown menu select a date you would like to grant access to
Engage. Please record this date as you will need this information when
submitting your credentials. We recommend a minimum of 2 years. Note we
will rei uire a new client secret to be created when this secret expires.

£ Search resources, services, and docs (G+/)

Home > Engage Onprem Add a client secret X
Engage Onprem | Certificates & secrets =
Description [ Engage access |
o ot 2
B overview R cled: 6 month:
Credentials enable confidential applications to identify themselves to ecommenciect & months

& Quickstart scheme). For a higher level of assurance, we recommend using a cert 2 months
# Integration assistant 12 months
Manage @ Application registration certificates, secrets and federated credentials 18 month:
= Branding & properties 26 e
3 authentication Certificates ()~ Client secrets (1) Federated credentials (0) Custom

Certificates & secrets A secret string that the application uses to prove its identity when re
1l Token configuration

1 New client secret
2 AP permissions
Description Expires

Expose an AP|
. password uploacled on Tue Oct 04 2022 11/1/2022 &

App roles
2 Owners
&, Roles and administrators
[ Manifest
Support + Troubleshooting
¥ Troubleshooting %

£ New support request

e TP N T Y PR anemtt® o v
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36. Find the secret you just created in the list. Click icon to copy the secret into a
location to be submitted later.

R VT (WP (Il © Search resources, services, and docs (G+/)

Home > Engage Onprem

Engage Onprem | Certificates & secrets = X

B overview

X
Quickstart @ Got 2 second to give us some feedback? =

#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Branding & properties

D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below,

Certificates & secrets

m ]
Il Token configuration Certificates (0)  Client secrets (2)  Federated credentials (0)

& AP| permissions
P A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an API

= New client secret

HL Approles

& Owners Description Expires Value (D Secret ID

4. Roles and administrators Password uploaded on Tue Oct 04 2022 11/1/2022 I} 558 O e, reeecwe?S.. [ 1]
M Manifest Engage access 10/7/2024 a3¥8Q~5.YUSCDcgNJWD-H_-_ROLtWwW ... [}  Aeffahfelmatattner amnateaff., j

Support + Troubleshooting
& Troubleshooting

& New suppert request

37. Provide to MoxiWorks the values you have saved for the registered application
Client ID (step 11), Tenant ID (step 13), the client secret (step 36), and a
standard (non-administrator) user account that may be used for testing the
impersonation setup.

Submit Credentials to MoxiEngage

Once the above process is completed, please submit your credentials to us
through this Cognito form.

Tips and Further Information

e Why is this process necessary for Engage to function for our agents?

o Engage functions through a sync between itself and an agent’s
email. Without an email to sync to Engage cannot work.

o Engage can sync to an office-provided MS365 or Google
Workspace account, provided that your office completes the
Integration Process.

o Integration process can only be completed by someone with admin
credentials to the office email tenant.


https://www.cognitoforms.com/MoxiWorks2/MoxiWorksRealogyEngageCredentialsForm

o MoxiWorks

o

Once you’ve completed the process you must submit those
credentials to us here:
https://www.cognitoforms.com/MoxiWorks2/moxiworksrealogyenga
gecredentialsform

If you do not have an office provided email or prefer not to do this
process for any reason, your agents will always have the option to
sync using a Free Gmail account. No further action is required by
your office in this case.

Notes about known issues and what to do:

o

3rd Party Provided Email - Offices with email accounts purchased
through third party companies such as Go-Daddy may not be able
to complete process due to limitations they place on admin access.
Your agents will still be able to sync with Free Gmail.

Access / Permissions - If you do not have admin privileges to your
email tenant you must escalate to someone who does or reach out
to your email provider. Moxi cannot assist you with your
permissions in your email tenant.

Stuck? - If you are stuck on a step of the process, compare your
screen to the screenshot shown for that step and ensure they look
the same. Additionally, each section of the process includes a time
stamp and link to a video going through the process step by step.

Failed Submission — If you have submitted credentials and have
subsequently been notified that your submission failed, we
recommend redoing the setup process entirely. During this new
setup, do not use anything created in the previous attempt, instead
create a new service account with a new name, etc. If you use any
previously created accounts, permissions, etc you will likely
experience the same issue.

= Most offices that have resubmitted credentials after failing
their first submission passed on their 2nd attempt.

= When redoing the process, it is critical that any field where
you name something is filled in differently that your previous
attempt. If you reuse names from a previous attempt this will
likely cause an issue, even if you have deleted the
previously created account / permission. We recommend
putting a number at the end of the name that reflects the
attempt # (i.e. MoxiEngage2 & Impersonation2).

= If you continue to have issues we recommend reaching out
to your email provider and requesting assistance.
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Related Resources

Google Workspace Support

Microsoft Office Support
The following resources may provide additional information you need to perform the
requisite tasks:

Compare Active Directory to Azure Active Directory

Azure AD PowerShell Module

Connect to Microsoft 365 with PowerShell

Set an individual user's password to never expire



https://support.google.com/a/answer/1047213?hl=en
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-compare-azure-ad-to-ad
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-compare-azure-ad-to-ad
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-compare-azure-ad-to-ad
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-compare-azure-ad-to-ad

